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THE TECHNICAL
CHALLENGES

Modern ships are increasingly using connected
systems to improve operations and business.

In particular, monitoring and remote management
systems - including cloud-based web applications -
are becoming a more integral feature in improving
ship processes and overall efficiency.

While these systems improve user experience
and productivity, they increase the surface

of attack for cybersecurity criminal activity.
Cyber events have increased more than
fivefold from 2019 to 2022. This issue is
heightened in the context of maritime equipment,
which often has a long lifespan. Security features
that are up-to-date when an asset leaves a yard
can become outmoded after only a few months.
A cybersecurity incident could compromise
valuable cargo and entire fleet operations,

and even impact human lives onboard.

Onboard cybersecurity is therefore a vital

part for vessels.

A challenge faced by stakeholders is being fully
aware of the ship’s digital architecture (OT/IT).
How to be certain that designs on paper are
correct and ready to face real life threats?

Is equipment sufficiently maintained? Do initial
configurations potentially suffer any vulnerabilities?
Bureau Veritas introduces CHART, a cyber health
check report tool, to help answer these questions
at any moment in a ship’s life cycle.
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SERVICE OFFERING

A REAL LIFE TECHNICAL ASSESSMENT OF YOUR SHIP

As Bureau Veritas collaborates
with marine stakeholders to
develop rules and notations

and provide a comprehensive
cybersecurity framework,

it is important to provide the
industry with a tool that ensures
OT/IT architectures are correctly
identified and protected from
vulnerabilities. It is also important
to be able to cross the tool
diagnosis with IMO, IACS,

or any recognized cybersecurity
standard requirements.

VISIBILITY ON
SHIP DIGITAL
ARCHITECTURE

One of the main challenges

on vessels is making sure OT/IT
architectures (systems,
equipment, networks, security
mechanisms, interconnections...)
are perfectly known and compliant
with cybersecurity standards.
CHART by Bureau Veritas
provides not only an enhanced
view of these architectures,

but a cybersecurity health check
report in which vulnerabilities

are identified.

COMPLIANCE
WITH STANDARDS

Upcoming industry standards
such as UR E26 require

the implementation of technical
cybersecurity protections.
Their correct implementation
can only be checked at expert
level by auditing the network
and equipment. The results

of such an audit can clearly
establish compliance, and if not,
the path towards it.

VULNERABILITY
ASSESSMENT

Even with architectures that
actually implement cybersecurity
controls, review of vulnerabilities
must be carried out daily.
CHART by Bureau Veritas
delivers a clear initial overview
of existing vulnerabilities.

This overview is empowered
with appropriate mitigations
measures.
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MANDATORY
IMPLEMENTATION
OF IACS UR E26
AND UR E27
CYBERSECURITY
REQUIREMENTS

“We have received
really positive
feedback from

IT managers and
CISOs on CHART
by Bureau Veritas
—a tool developed
in-house.

I’m confident in
CHART’s ability to
accurately assess
the compliance

of future loT/IT
architectures,

and consequently
help shipyards
and ship owners
become more
cyber resilient.”
Arthur PIQUEE-AUDRAIN
Cyber Security Analyst,

designer of CHART
by Bureau Veritas
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