
CYBER  
SOLUTIONS
A NEW APPROACH TO  
A NEW MARITIME RISK

INTEGRATING CYBER 
SECURITY AT SEA
Today’s ships are increasingly using connected 
systems to improve operations and business.  
In particular, monitoring and remote 
management systems - including cloud-based 
web applications - are becoming a more  
integral feature in improving ship processes  
and overall efficiency.

While these systems improve user experience 
and productivity, they increase the surface  
of attack for cybersecurity criminal activity.  
This issue is heightened in the context of 
maritime equipment, which often has a long 
lifespan. Security features that are up-to-date 
when an asset leaves a yard can become 
outmoded after only a few months, thus,  
a cybersecurity incident could compromise 
valuable cargo and entire fleet operations,  
and even impact human lives onboard.  
Onboard cybersecurity is therefore a vital  
part of today’s ships. 

Bureau Veritas collaborates with marine 
stakeholders to develop rules and notations  
that provide a comprehensive cybersecurity 
framework. Covering organizational and 
technical measures, we help ship owners protect 
their assets, and we help shipyards and 
manufacturers comply with IMO and IACS  
cyber requirements.
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BUREAU VERITAS 
CYBERSECURITY  
AND SAFETY  
NOTATIONS

01.01. 
2024
MANDATORY 
IMPLEMENTATION  
OF IACS UR E26  
AND UR E27 
CYBERSECURITY 
REQUIREMENTS

“These two new 
IACS Unified 
Requirements 
provide  
a pragmatic 
response to 
ever-growing 
cyber threats. 
Upcoming 
‘secure by 
design’ vessels 
with hardened 
equipment will 
grant owners the 
safest journey.”
Philippe VAQUER
Head of Cyber Security 
Department, Bureau Veritas  
Marine & Offshore

SERVICE OFFERING
AN END-TO-END CYBERSECURITY ECOSYSTEM FOR MARITIME ASSETS 

CYBER  
MANAGED
This notation enables shipowners 
to develop and implement a cyber 
risk management system using  
a risk-based methodology and 
standardized framework. It relies 
on a complete map of their IT  
and OT systems, describing 
among others connections with 
the shore, risk analysis, high-level 
management policies and detailed 
onboard procedures.

CYBER  
RESILIENT
This notation ensures compliance 
with IACS UR E26 “cyber resilience 
of ships,” which enters into force 
on January 1, 2024, and will make 
cybersecurity a mandatory topic 
to be addressed by Yards.

TYPE APPROVAL  
CERTIFICATE
Bureau Veritas provides  
Type Approval Certificates  
to equipment manufacturers  
who have conducted sufficient 
equipment hardening on  
their cyber technologies. 
These certificates enable 
manufacturers to provide  

secure designs for onboard marine 
equipment and prove that their 
technology meets high standards 
for cyber safety and security.

CYBER  
SECURE 
Applicable to newbuilds,  
this notation is designed  
for the upcoming generation  
of hyper-connected vessels  
and for autonomous vessels. 
CYBER SECURE not only 
guarantees UR E26 compliance, 
but introduces additional stringent 
cyber requirements for OT/IT 
architectures, procedures and 
hardening of onboard equipment.

ASSESSING  
SHIP DIGITAL 
ARCHITECTURE 
One of the main challenges  
on vessels is making sure OT/IT 
architectures are perfectly known 
and compliant with cybersecurity 
standards. CHART by Bureau 
Veritas is an in-house device  
that explores networks on-board, 
allowing to deliver a cybersecurity 
health check report in which 
vulnerabilities are identified, and 
mitigation measures proposed.
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